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DETAILED ACTION 

1 . This action is in response to amendment filed 4/23/2007. Claims 1,7, 10, 11, 
12, 13,. 14, 15, 16 17, 18 and 19 were amended. Claims 1, 2, 3, 4 and 6-19 are 
pending. Applicant's arguments/ amendments with respect to the claims have been 
fully considered but they are not persuasive. The Examiner would like to point out that 
this action is made final (See MPEP 706.07a). 

Claim Objections 

2. Corrections to the claims were received 4/23/2007, thus previous claim 
objections have been withdrawn. 

Claim Rejections - 35 USC § 112 

3. Previous 112, 2 nd rejections have been withdrawn. 

Response to Arguments 

4. Applicant's arguments with respect to the claims have been considered but are 
moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 102 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 
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5. Claims 1, 2, 3, 4 and 6-19 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Christenson (US 5,822,581). 

As per claim 1, Christenson discloses: a first non-volatile data storage device, 
configured as one or more storage regions, to store one or more bytes of CMOS 
memory data, wherein the device lacks hardware security such that some of the CMOS 
memory data storage regions are modifiable by an application program on the system 
(Column 2, Lines 18-22, 38-50, Column 3, Lines 60-63, Column 4, Lines 29-35, 63-65); 
another, second non-volatile data storage device to store a mirror image of the CMOS 
memory data (Column 4, Lines 49-53, Column 5, Lines 4-5, 18-38); a program store to 
store one or more processor-readable instructions to ascertain the validity of the CMOS 
memory data stored in the first non-volatile storage device and when invalid to replace 
the CMOS memory data in the first non-volatile storage device with the stored mirror 
image of the data (Column 5, Lines 55-60); and a processing unit coupled to the first 
and second non-volatile data storage devices and program store, to read and process 
the one or more instructions in the program code (Fig. 1). 

As per claim 10, Christenson discloses: reading CMOS memory content stored 
in a first non-volatile storage device of a system, wherein the first device lacks hardware 
security such that the CMOS memory content is modifiable by an application program in 
the system (Column 2, Lines 18-22, 38-50, Column 3, Lines 60-63, Column 4, Lines 29- 
35, 63-65); reading from a valid image of the CMOS memory content, that is stored in a 
further second non-volatile storage device (Column 4, Lines 49-53, Column 5, Lines 4- 
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5, 18-38); determining when the CMOS memory content in eth first device has been 
modified without authorization (Column 5, Lines 55-60); and replacing the CMOS 
memory content with said stored valid image when the CMOS memory content is 
determined to have been modified without authorization (Column 5, Lines 55-60). 

As per claim 17, Christenson discloses: arranging a first non-volatile storage 
device of a computer system into one or more storage regions to store CMOS data 
(Column 2, Lines 18-22, 38-50, Column 3, Lines 60-63); generating an integrity metric 
corresponding to valid CMOS content stored in a first region of the first non-volatile 
storage device (Column 7, Lines 64-Column 8, Lines 25); and storing the integrity metric 
in another, second non-volatile storage device of the computer system to later 
determine if the content in the first region has been modified without authorization 
(Column 7, Lines 64-Column 8, Lines 25). 

As per claim 2 and 16, rejected as applied to claim 1 and 10. Furthermore, 
Christenson discloses: to process the instructions in the program store as part of a start- 
up procedure (Column 5, Lines 55-60). 

As per claim 3, rejected as applied to claim 1. Furthermore, Christenson 
discloses: wherein the program store is inside the second non-volatile data storage 
device (Column 5, Lines 61-65). 

As per claim 4, rejected as applied to claim 1. Furthermore, Christenson 
discloses: wherein the processor-readable instructions in the program store ascertain 
the validity of the data stored in the first non-volatile storage device on a region-by- 
region basis (Column 5, Lines 55-60 Fig. 3) 
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As per claim 6, rejected as applied to claim 4. Furthermore, Christenson 
discloses: employing a system interface to perform modifications to the data stored in 
said second non-volatile data storage device (Column 4, Lines 29-35 and Column 5, 
Lines 1-0-25). 

As per claim 7, rejected as applied to claim 1. Furthermore, Christenson 
discloses: determining if current data in the first non-volatile storage device is different 
than the stored image of the data (Column 7, Lines 64-Column 8, Lines 25). 

As per claim 8, rejected as applied to claim 1. Furthermore, Christenson 
discloses: determining if an integrity metric corresponding to the current data in the first 
non-volatile storage device is different than the same integrity metric corresponding to 
the stored image of the data (Column 7, Lines 64-Column 8, Lines 25). 

As per claim 9, rejected as applied to claim 1. Furthermore, Christenson 
discloses: generating a copy of the current data in the first non-volatile memory device 
when an authorized application modifies the current data and storing the copy as a valid 
image of the current data (Column 4, Lines 29-35 and Column 5, Lines 10-25). 

As per claim 11, rejected as applied to claim 10. Furthermore, Christenson 
discloses: comparing the valid image to the CMOS memory content to determine when 
the CMOS memory content has been modified (Column 7, Lines 64-Column 8, Lines 
25). 

As per claim 12, rejected as applied to claim 10. Furthermore, Christenson 
discloses: comparing a previously stored checksum, corresponding to the valid image of 
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the CMOS memory content, and a checksum corresponding to the CMOS memory 
content (Column 7, Lines 64-Column 8, Lines 25). 

As per claim 13, rejected as applied to claim 10. Furthermore, Christenson 
discloses: comparing a previously stored cyclic redundancy check value, corresponding 
to the valid image of the CMOS memory content, and a cyclic redundancy check value 
corresponding to the CMOS memory content (Column 7, Lines 64-Column 8, Lines 25). 

As per claims 14, rejected as applied to claim 10. Furthermore, Christenson 
discloses: comparing a previously stored bit mask, corresponding to the valid image of 
the CMOS memory content, and a bit mask corresponding to CMOS memory content 
(Column 7, Lines 64-Column 8, Lines 25). 

As per claim 15, rejected as applied to claim 10. Furthermore, Christenson 
discloses: storing a valid image of the CMOS memory content for later use (Column 8, 
Lines 1-25). 

As per claim 18, rejected as applied to claim 17. Furthermore, Christenson 
discloses: comparing a previously stored integrity metric, corresponding to an earlier 
version of the content stored in the first region, to a newly calculated integrity metric 
corresponding to the current content stored in the first region to determine when an 
unauthorized modification has occurred (Column 7, Lines 64-Column 8, Lines 25). 

As per claim 19, rejected as applied to claim 17. Furthermore, Christenson 
discloses replacing the content of the first region with an earlier version of the content 
therein when it is determined that there was unauthorized modification (Column 7, Lines 
64-Column 8, Lines 25). 
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Conclusion 

6. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

7. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Saoussen Besrour whose telephone number is 571-272- 
6547. The examiner can normally be reached on M-F 8:30am to 5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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SUPERVISORY PATENT EXAMINER 
TECHNOLOGY CENTER 2100 



